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1 INTRODUCTION

This technical specification is part of the functionalities of the age verification system for
controlling the access of minors to content for adults, which the Ministry for the Digital
Transformation and Civil Service (MTDFP) is defining and implementing.

The main condition for this specification is that in no case must the person who proves the
age of majority provide information that allows their identification or tracking on the Internet,
and content platforms must therefore obtain the minimum necessary information from users,
following the principle of minimizing data disclosure.

This document does not cover the process of obtaining that credential, nor the process of
consulting an authentic source before generation of the credential’.

This document details the communication protocol between the end-user mobile
application and the content provider for verifying the age of majority. It includes the
technical specification of the provider of adult-restricted content to ensure interoperability,
at national level, between platforms with adult content.

With this document, both adult content providers and mobile app developers must be able
to implement the necessary information flows following the standards and protocols defined
for this purpose.

This document assumes that there are mobile applications, of which Digital Wallet BETA js one,

in which a user has securely stored a verifiable credential that proves that they are of legal
age and, therefore, authorized to access adult content (in no case is the user’s age shared).
By means of the credential, the end user proves their age of majority in access to platforms
with restricted adult content that will have the obligation to verify this attribute.

NOTE - This solution has been designed and proposed considering the current state of the art in different
widely spread cryptographic technologies and the principles that are being developed in the elDAS2?
regulation. In any case, it is not a complete implementation of this regulation, which is still being developed.

Work will continue on all processes and improvements made as the elDAS2 regulation and ZKP3 technologies
evolve.

" The protocol that details how Digital Wallet 8™ manages the issuance of the credentials and their presentation
is in the document "Specification for Use of the Credential of Age of Majority"

2 Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 amending
Regulation (EU) No 910/2014 as regards the establishment of the European Digital Identity Framework)
3 Zero Knowledge Protocol, highly secure cryptographic systems focused on the minimum disclosure of
information.



1.1 Scope

This document includes everything necessary so that:

Platforms containing adult content may request, receive and verify age of
majority credentials.

Adult content providers can develop the solution on both web platforms and
mobile apps.

Mobile apps that have the “Age of Majority” credential can present it to adult
content platforms.

1.2 Dictionary

Authentic Information sources: Sources from which the credential issuer extracts the
attributes that are subsequently included in the Verifiable Credential.

Decentralized Identifier (DID): Decentralized identifier defined in [DID Core]. The DIDs
of this solution will be generated by the method specified in [DID-Key].

Request for evidence: Request made by a verifier notifying the owner of the
credentials which credentials they must submit to the verifier and the format they
must use.

Evidence: Response to the request for evidence made by a verifier in which the
requested credential or credentials are included.

Whitelists: This is a list of entities that are considered trusted to perform certain
actions, such as requesting certain types of credentials for subsequent verification.
Deep Link: This is a URL that takes a user directly to a specific location within an app
or website, rather than just opening the homepage.

Universal Link: This is a technology introduced by Apple for iOS, which allows web
links to directly open relevant content in an app, if it is installed, or in the web browser,
if the app is not installed.

App Link: This is the equivalent of Universal Links but for the Android platform.
Introduced by Google, App Links allow web URLs to be opened directly in a specific
app if itis installed, and in the web browser if it is not.

1.3 Actors

The following diagram shows the actors in the ecosystem:

Credential Issuer: Solution that generates the credential of the age of majority. First,
it will extract the necessary data from the authentic sources of information to
generate a credential of majority that certifies that the holder is over eighteen years
old (according to the Spanish Constitution). This credential will be secured by the
signature of the issuer, so that third parties can validate the identity of the issuing
entity.



¢ Digital Wallet BE™ Mobile App: mobile application developed by the Ministry for the
Digital Transformation and Civil Service which, in the context of this document, will
contain the pair of cryptographic keys, public and private, and the credential of the
age of majority.

e Content provider (Verifier): Component that requests the adult credential from the
end user and performs the corresponding verifications to allow or deny access to
adult-restricted content.

Credential issuer ‘ ‘ Mobile App | ‘ Content provider

Requirements for the
credential issuance

Credential format

Protocol for

Credentials the .
issuance presentation

Obtaining the . of evidence Verification of
& Erotocc] Secure storage of the credential o e .
credential evidence

majority

Whitelist of Applications to present
evidence of the user’s majority age

Whitelist of Credential Issuers Whitelist of Content Providers

Public Trust Framework

Figure 1. General solution components

The diagram shows the communication protocols of the general solution such as the
credential issuance protocol by which the mobile application obtains the credential of
majority and the presentation protocol of the credential of majority through which the mobile
application submits the credential to the content provider to gain access to adult-restricted
content. Since this document aims to define the technical solution for requesting and
verifying the credential of majority, it will only describe the protocol for submitting the
credential of majority, which will be carried out following the specification OpenlID For
Verifiable Presentations [OpenID4VP], as well as in the model of the data shared by both
parties during this communication.

The trust framework is based on whitelists managed by the root certification authority. From
the perspective of the content provider, it is only necessary to deal with the list of trusted
content providers, where they must register in advance and the list of trusted issuers, which
must be consulted to verify that the credential of majority has been issued by a trusted issuer.



1.4 General flow

The following diagram represents the high-level communication flow of the previously

introduced actors, who make up the common technical solution. The green box highlights the

technical solution addressed in this document.
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Figure 2. General flow: OID4VP

To undertake the part of the access flow to restricted content for adults, the end user must

first have a verifiable credential of majority; that is, the following issue flow must have been

previously carried out:

1.

For each credential requested, the mobile device will generate a pair of keys, public
and private, mathematically related to each other. The private key will never leave
the device while the public key will be provided to the credential issuer in the
credential request.

The credential is requested by providing the DID, a decentralized identifier generated
from the previously generated public key.

The issuer issues the verifiable credential associated with the DID, which identifies
the holder of the private key associated with that public key as the credential holder.
The fact that the credentials are associated with the public keys provides traceability
since all the credentials that are presented to content providers could be correlated
using the public key to which they are associated. To decrease traceability, a pair of
keys is generated for each credential so that traceability is reduced to a single
credential, and it is impossible to correlate credentials between them. The document
"Specification for use of the age of majority credential" explains the solution adopted

in Digital Wallet BETA
Once the credential of majority is available, the end user can request access to the

to minimize traceability.

restricted adult content.

The request for access by the end user results in a request for evidence generated by

BETA

the content provider that will receive the Digital Wallet mobile application with

8



indications on the credential requested, format, algorithms and all the details

necessary to access the content.

Based on the request, the Digital Wallet BETA

, generates the evidence.
The evidence is sent to the content provider.

The content provider verifies the evidence.

0 0N

If the evidence submitted successfully passes the verifications carried out by the
content provider, the latter will give the end user access to the requested content.
Otherwise, access will be denied.

2 DATA MODEL

2.1 Request for evidence

This section deals with the specification of the data model of the request for evidence made

BETA

by the content provider to the Digital Wallet mobile application once the end user

requests access to the adult-restricted content.

Credential

Issuer

Credential

Request credential 2 associated with the
public key
Request for evidence Request access to adult content
| ° — ¢
Generatke plfjblican: 1 Publickey QI www ﬁS Verification of
private key for eacl Private key 6 ) Create evidence the evidence
credential \_, Credential e~ j—
7 —— @ g >
e — )
[ ] Evidence Grants/Denies access to the content
Digital Wallet HlER

Content provider User
(Presenter) (Verifier)

Figure 3. General flow: Request for evidence

The request for evidence will contain the URI (Uniform Resource Identifier) that the mobile
application will use to obtain the parameters of the request for evidence. The URI that
references the application data is constructed by adding the following parameters to the
authorization endpoint URL using the application/x-www-form-urlencoded encoding:

® request uri
o The absolute URI is the URL that references the parameters of the request for
evidence; that is, the URL to which the mobile application will make a request
to obtain the object that contains the parameters of the request for evidence.
e client id
o The value must match that setin the client id field of the object containing
the parameters of the evidence request.

This URI references the parameters contained in the request for evidence, it may be either a
deep link, universal link or app link and must not exceed 521 ASCII characters.



The protocol scheme configured in the Digital Wallet BETA application is ageverification, so the

following is a non-normative example of a request for evidence generated as a deep link:

ageverification://authorize? client id=https%3A%2F%2Fwwww.todoporno.es%2F
postpresvpé&request uri=https33A32F32F

wwww . todoporno.es$2Frequest.json$2FGkurKxf5T0Y~

mnPEFCHQWOM1Z7i4VS138cQ0 V7PZHAJM

2.2 Object of the request for evidence

This section details the data model of the object that contains the parameters of the request

BETA mobile

for evidence, that is, the data model that will be returned when the Digital Wallet
application performs a GET to the URL provided in the request uri field of the request for

evidence specified in the previous section.

{

b

b

It will contain the following fields given by the [OpenID4VP] protocol:

e presentation definition:
o This is a JSON Object defined in specification [DIF.PresentationExchange] on
Presentation Exchanges. These are objects that define which tests are

requested by a verifier, in this case, the content provider.
o id:

e Mandatory field. It is advisable to use a unique identifier, such as a
Universal Unique Identifier (UUID) with String format.

O format:

10
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e Optional. Object that tells the mobile application the format
configuration that the content provider can process. The content
provider can accept various formats, within the formats set in
[DIF.ClaimFormatRegistry] (jwt, jwt_vc, jwt_vp, Idp, ldp_vc or ldp_vp).
The following is a non-normative example:

It is important to note that every service provider must support the RS512 signature

BETA

algorithm, since it is the one supported by the Digital Wallet mobile application.

O input descriptors:
e Mandatory field. Array of Input Descriptors type objects; objects
containing the following fields:

o id: Mandatory. String that identifies the input descriptor; it cannot
match the id property of another input descriptor contained in the
same presentation definition.

o format: Optional. It is identical to the format property of the
presentation definition but can be used if we want to restrict the
format of a specific descriptor input, see format property for more
detail.

O constraints: Mandatory. This is an object with the following
properties:

= fields: Optional. JSON Object. The fields are processed in
order, so if we want to reduce processing by checking the
most relevant characteristics of the credential, the
validations of these fields must be ordered first when
implementing the solution. The path field must be present
in the fields object; it is a list of one or more JSONPaths

11



string expressions. Additionally, optional fields described in
the presentation exchange specification may be added.

" limit disclosure: Optional. It can be set as required,
indicating that only the fields listed in fields can be
presented or it can be set as preferred indicating that it is
advisable to do so.

e client id scheme:

o Value set to redirect uri. Since the trust framework is based on a whitelist
that will identify content providers based on the URI to which the evidence is
sent, it will be this URI that will be used as client id in the request for
evidence.

® nonce.

o Mandatory. String that is used to prevent replication attacks. An attacker could
attempt to insert the verifiable presentation included in one submission of
evidence into other; using nonce means these can be presented only once. It
will also serve to link the request for evidence with the evidence presented by
the Digital Wallet 8™ mobile application.

® state:

o Optional. Manages the session, allows the content provider to link the request
to the evidence. The session will be linked to the cookie of the browser from
which access was requested, so that, if the evidence is verified, that cookie will
be authorized to view the content. Therefore, if a third party presents the
evidence, the authorized cookie will be that of the browser of the user who
requested it and not that of the user who presents the evidence.

® response mode:

o Value set to direct post. This enables the mobile application to send the
evidence through an HTTPS POST request, solves problems such as exceeding
the URL size limit or not being able to send the response by redirection to the
verifier because the content provider and the mobile application are on
different devices. The parameters of the authorization response will be
encoded in the body using the application/x-www-form-urlencoded format.

e response uri: Required if the response mode field is set to direct post. The URI
to which the mobile application must send the evidence, the URI that is used as the
content provider identifier in the content provider whitelist.

It will contain the following fields inherited from the OAuth2.0 standard:

® response type
o Mandatory field set to vp token, as established by the [OpenID4VP] protocol.
e client id
o Mandatory field whose objective is to identify the OAuth2.0 client, that is, the
content provider. Since the client id schema is set to redirect uri and
considering that a redirection URI will not be used to avoid possible problems,
but the direct post response mode will be used to send the response

12



through an HTTP POST request, the client id field will be equal to the

response_uri field.

2.3 Evidence

Once the mobile application has received the request for evidence, it proceeds to generate
the evidence following the requirements specified in the request.

Credential

Issuer

Request credential Credential
4 2 3) associated with the
public key
Request for evidence Request access to adult content
| ) : ) :
Generate public and Public key — ) www — Verification of
private key for each 1 Private key 6) Createevidence 8 the evidence
. ) le— le—'
credential ‘_, Credential
7 [ 9
D — )
() Evidence Grants/Denies access to the content
\——

Digital Wallet BETA Content provider User
(Presenter) (Verifier)

Figure 4. General flow: Evidence

The evidence is a JWT (JSON Web Token), in this case composed of a single verifiable
presentation containing a verifiable credential of age of majority, as shown in the following
non-normative example.

Evidence
(typ, cty...)

(fat, exp, aud...)
presentation_submission (Used to indicate to the verifier formats, algorithms,...)
nonce: “1b0a82db-9c82-4693-b9ca-97f62f4d5081"

(typ, cty...)

iat (Creation date)
exp (Evidence expiration date, could be 1 minute)
aud (Entity for which the evidenceis generated)

(typ, cty...)

type: ["VerifiableCredential", "K"] (Attribute indicating whether the user is authorized to access)
id: “did:key:${ClavePublicaUsuario}”

validUntil: "2024-05-08T10:59:522" (Expiration date, expires in one month)

iss: “did:key:S{ClavePublicaEmisor}”

d2k403FytQJf83kLh-HsXuPvh6yeOlhJETg... (ISSUER signature )

Xakou0923kimrw... (USER signature )
54DUS5wvdHJZIsDsz3FRmyn9xj.... (USER signature, so that other people’s credentials cannot be presented )

Figure 5. Evidence

13



In response to the request for the evidence that has been provided to the mobile application
by the content provider, the evidence whose body follows the data model detailed below will
be returned to the content provider.

{

}I

Since the response_type field set in the authorization request is vp_token, the authorization
response will contain the following parameters:

e vp token
o Mandatory. Since a single Verifiable Presentation will be included, a JSON
Object will include it. In the case of multiple Verifiable Presentations, it would
be a list of JSON objects, each of which will include one of the Verifiable
Presentations.
e presentation submission
o Mandatory. An object that contains the following fields:
= id: Mandatory, it must be a unique identifier, such as a UUID.
" definition id: Mandatory. The id field of the presentation
definition.
" descriptor map: List of Input Descriptor Mapping objects composed
of the following fields:
e id: Mandatory. String that matches the id field of the Input
Descriptor property of the presentation definition on which the
response is based.
e format: Mandatory. Denotes the format of the statements and
must be one of those proposed by DIF.
e path: Mandatory. It must be an expression in string format of
JSONpath type. Indicates the attribute with respect to the
identified Input Descriptor.
° nonce:
o String. It must match the nonce provided in the parameters of the request for
evidence.

° state:

14
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o Optional. String. It must match the state field provided in the authorization
request parameters. In this case, it will not be necessary since the nonce field
will be used to link the request with the evidence.

e cxp: Mandatory. NumericDate. Expiration date, after which the evidence must not be
accepted.

e aud: Mandatory. String. |dentifies the receiver for which the JWT has been
generated. The value that comes in the response uri field of the request will be
used since this is the content provider identifier.

Although the exp and aud attributes are defined in REC7519 as optional, they will be
mandatory in this specification because of their relevance for the solution of the use case
of majority.

The evidence received by the content provider is a JWT whose body corresponds to that
described and secured by a signature made with the private key that resides on the mobile
device of the end user. This is a test that demonstrates control over the private key
associated with the public key of the credential holder. The signature algorithm will be
ECDSA with SHA256 (ecdsaSignatureMessageX962SHA256). The P256 curve. The JWT
header will contain the following properties:

e alg: String. Mandatory. Value set to ES256.

15
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2.4 \Verifiable presentation

The evidence previously detailed contains a Verifiable Presentation, in the vp_token field,

BETA

generated by the Digital Wallet mobile application following the W3C data model:

This is a JSON with the following properties:

{

e (@context
o Value set to https://www.w3.orq/ns/credentials/v2.

e id
o It represents a verifiable presentation secured by the JOSE mechanism. The
format of the field is defined in data URL schema and will be completed as
follows:

e type
o Value set to EnvelopedVerifiablePresentation .

The JWT included in the id field of the Verifiable Presentation, JSON that contains the
properties detailed below and is secured by encryption with the private key of the holder of
the Verifiable Credential that is included, must be extracted and decoded, so that only the
holder of the credentials can present them.

}

It consists of the following fields:

. id
o Field reserved for future use. Value set to urn:uuid:00000000-0000-0000-
0000-000000000000.

* type
o Strings list. Value set to VerifiablePresentation.

e verifiableCredential

16
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o (@context

e Value setto https://www.w3.org/ns/credentials/v2 .

O type
e Value set to EnvelopedVerifiableCredential.
o id
e« It represents a verifiable presentation secured by the JOSE
(JavaScript Object Signing and Encryption) mechanism. The format
of the field is defined in the standard [RFC2397] and will be
completed as follows:
e holder

o DID of the holder of the Verifiable Credential.

2.5 Verifiable Credential

The Verifiable Presentation detailed in the previous section contains in the
verifiableCredential field the Verifiable Credential of majority that the content provider
must verify generated by the credential issuer following the W3C data model.

The JWT included in the id field of the Verifiable Credential; it is a JSON which contains the
properties listed below and is secured by the issuer signature of the Verifiable Credential must
be extracted and decoded, so that the adult-restricted content provider can verify the issuing
entity of the adult-restricted content provider, as shown in the following non-normative
example.

(typ, cty...)

type: ["VerifiableCredential", "K"] (Attribute indicating whether the user is authorized to access
id: “did:key:5{UserPublicKey}"

validUntil: "2024-05-08T10:59:52Z" (Expiration date, expires in one month)

iss: “did:key:S{UserPublicKey}"

d2k403FytQJf83kLh-HsXuPvheyeOlhJETg... (ISSUER signature )

Figure 6. Type K verifiable credential
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The header will include at least the following fields:

{

x5¢c

kid

alg

Contains the X.509 public key certificate or the chain of certificates
corresponding to the key used to sign the body of the credential. Field defined
in section 4.1.6 of the standard [RFC7515].

Field defined in section 4.1.4 of standard [RFC7515]. Content providers will
ignore this field, the public key will be extracted from the certificate present in

the x5¢ field.

The signature algorithm used by the credential issuer. Value set to RS512. Field
described in section 3.1 of standard [RFC7518].

18
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The credential body comprises the following fields:

{

e (@context
o Value setto https://www.w3.org/ns/credentials/v2 .

® type
o Value set to ["VerifiableCredential”, "K"]. Type K indicates that it is a credential
that accredits the user as of legal age, and therefore, access to adult-restricted
content must be granted.
® credentialSubject
o JSON that expresses attributes of the user formed by the following property:
= id: DID of the credential holder.
e validFrom
o Itis an XMLSCHEMA11-2 dateTimeStamp string that represents the date and
time the credential becomes valid.
e validUntil
o It is a XMLSCHEMA11-2 dateTimeStamp string that represents the date and
time when the credential is no longer valid.
e issuer

o Key type DID of the credential issuer specified in the [DID-Key] standard.

Finally, the body of the credential will be secured following the JOSE signature format
specified in standard [RFC7515] with the RS512 signature algorithm.

2.6 Whitelists

The trust framework of this solution is based on whitelists in which all the entities considered
trustworthy are registered to perform an action, such as issuing certain types of credentials.
There will be two whitelists, one of trusted issuers and another of content providers in which
they will be accredited to issue and request credentials of a certain type respectively. These
two whitelists are automatically consulted and verified by the actors involved in the process
and will reside on public servers.

Both whitelists are an electronically signed JSON file following the JOSE signature format
specified in standard [RFC7515] using the Certificate of Seal of the whitelist manager. The
header will contain the following fields:

e x5c: defined in section 4.1.6 of the standard [RFC7515].
e kid: Public key identifier defined in section 4.1.4 [RFC7515].
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https://colaboraage.sharepoint.com/sites/SGAD-VerificacinedadEquipotcnico/Documentos%20compartidos/General/02_ESPECIFICACI%C3%93N%20T%C3%89CNICA%20GENERAL/40-%20Especificaciones%20T%C3%A9cnicas/2024-06-14_Protocolo%20de%20verificaci%C3%B3n%20de%20edad-v1.0.docx#OLE_LINK15

e alg: The signature algorithm used. Value set to RS512, as described in standard
[RFC7518], point 3.1.

2.6.1 Issuer Whitelist

Below is a model with all the enabled labels of the whitelist against which the issuers of the
verifiable credentials must be validated:
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"trustIssuersStatusList™:
"id": "TISL20249326",

"nextUpdate™:
"dateTime™:

..J
"distributionP

"uri®: [
"URI de pu

..J
"schemeInforma

" 2024-92-22T00:00: 002"
oints™:

blicacidn de la lista blanca”

tion":

"tislVersionIdentifier™: "5",

"schemeName"
"lang™:

"text":

: Illang":
"text":

"EN:Trusted list including information related to trusted issuers.™

P—
es",
"E5:Lista de confianza que incluye informacion relacionada con los emisores de

Ta
"trustIssuerList™:

"issuerName":
"lang": "es",
"text": "Organismo responsable de la emisidn™
"lang": "en"
"text": "Issuing authority™
"issuerAddress":
"postalAddress™:

"streetAddress™: "Registered address of the issuer”,
"locality™: "Madrid”,

"stateOrProvince”: "Madrid"”,

"postalCode™: "28828",

"countryMame”: "ES",

"lang™: "en

"streetAddress": "Domicilio social del emisor”,
"locality™: "Madrid”,

"stateOrProvince™: "Madrid”,

"postalCode™: "28828",

"countryMame": "ES",

"lang": "es

5

"elect
N Irl
.

"

"

]

ronicAddress™:

ang": "es",
ext”™: "Portal web del emisor™

ang™: "es",
ext”: "Direccidn de correo del emisor™

LschemeTerritory": "ES",
"authorizedToIssue™:

g
"up™

confianza.™
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"policyOrLegaliotice™: |
"tislLegalNotice™: [

.

) "lang": "en”,

"text" "The.applicable legal framework for the present trusted list"

) "lang": "es",

"text": "El marco juridico aplicable a la presente lista de confianza"

" serviceDigitalIdentities":

 "digitalld'

"did": "did:key:Z2xvYmFsLmNvbS9xdmI1Y2FnMi5jcnQulQYIKwYBBQUHMAGGIWh@dHABLy S 1dy",
"x502Certificate”

"MITHLjCCEBRagAWIBAgIUP4a8WPhZN++7VkYyuAcDGMT gl EWDQYIKoZThycNAQELBQAwWc ZELMAKGAIUEEhMCQkUxGTAXBENVEGEMEESUUKIFLTAIMZ c20TgzMTgx
IDAeBgNVBAOMF1F1b1ZhZG1z IFRydXNebGluayBCVkIBNScwIQYDVOODDBSRAWSWYWRp cyBCZWxnaXVE TElzc3Vpbme gDREgRz TwHhc MM EwMT IxMDg@00M4Wh cNM
JQuMT LMD g 10DAw j CBWDE LMAKGATUEBhMCQkUx L DAGBgNVBASMIARp cmVjdGIyYXR1 LU 1bmvy Yiwg ZmOy TE luZmy bivF @akizMRkwFwYDVQRhDBBOVF JICRS@wOT
Q5MzgzMzQyMUowSAYDVQOKDEFDTALNSVNT SUSOLERFIEWNVUSI TE4gRVVSTIBFRUSORSATIENP TULJUINIRSEWHQUAgREUERVVST1BFUBUEVUS JRT ECMBOGALUE Aviv
TRXVyb3B1YWAg029tblilzc21vbjCCASTWDQY IKoZ ThvcNAQEBBQADEEEPADCCAQoCggEBAMCq4850WaqRkbcsnsdPjLKyxghYzBLICmeN2 / ndDSmMzhy2tsP8Wops
Ti8CnMD5tasEEMSSFj730Q+sL9PIyTmLzBIVhuCy zwkKpDiFAhAa+ec/ LTyVRaE+oCh918ZUCPDVXpCTGAS tEWSOpCgrIINkZequ2y IWUZxiyVOACYmkxmihivnGe 7L
Ralv8@PCIBQERL2BzV4mKb2tQy1UphPPIZhd2LGIEWCvSSXvBtbarK1C+1IoxuYsui7dNyfwiUHDBNUI5452c3018N5+G5I9uiEmOI8s++Tbubng1RskePhk3ISUR
PGIASDKVIpCZezBGy sq5IINKCIC4ATYS2eKF cCAWEAAROCAMOWEE IMMBBGALUdIWQYMBaAF I TIvDGXENpZuU37APUVRTAE11VGrMHCGCCSGAQUFBWEBBGSWaTA4BEE
rBgEFBQcwAoYsaHRAcDovL 3Ry dXNALNF1b37hZG1 27 2xvYmF sLmMvbS9xdmI 1Y 2FnMi5 § cnQul QYT KwYBBQUHMAGGTWhAdHABL y91dy 5wy 3NwLnF1b37h7G1 27 2xv
YmFsLmNvbTBaBgNVHSAEUZ BRMEQGC 15GAQQBV1gBgxAwNjARBZgrBgEFBQCCARYoaHR@cDov L 3d3dySxdWa2YWRpc2dsb2ThbC5 jb2@vemyvwb 3NpdGaye TAIBECEA
TvsQAEDMCkGA1UdIQQiMCAGCCsGAQUFBWMCBggrBgEFBQCDBAYKKwYBBAGCNwoDDDCE 1wy TKwYBBQUHAQME T zBIMBUGCC sGAQUFBws CMAKGBWOAL +xJAQTwWCAYGBA
CORgEBMAZGBE0A ]k YBBDATBEYEATSGAQYWCYHBACOREEGA JATBEYEATSGAQUWHMTAvF i LodHRwc zovL 3d3dy SxdWa2YWRpe 2dsb2 ThbC5§b2ev cmviub INpdGayeRM
CZW4wOwWYDVRET BDQwMjAwoCEgLIYgaHR@cDovL 2Ny bCSxdle2YWRpc2dsb2IhbCS jb28veXZiZWNhZz IuY3 IsMBOGAIUdDEOWBEQspnrB2Vg75Me9egtixs2§Zv1Q
0jADBgNVHOBBATEEBAMCBSAWEWYKKoZ Thy cvAQE JAgQFMAMCAQEWNAYKKoZThvevAQE JAQQMMCQCAQGGHZ hadHAG Ly 38cy SxdW9 2YHRpc2dsb2 ThbC5 jb2@vymUnD
QYIKoZIhvcNAQELBQADZEIBACGODY s rM3nsKSpiWlsqzBlZokvuiphSLNhSoSVI1kmaYLEXYH/ fMadrPe+K2X5XBS e+ 8yMwd ShrvxvaLRR/ CO2WX@3KYGeqd T
UAH+A/ BphwA7eLyKd3ip8k8ukTokUKMIxbgVR508x2v01AMSVF 1r0en0T+Muf FDSaNK I JKt+PDhcSxDyzjs2MRKHAICc TCs 23 TBTBE+Qvw3ukUgnivg4MT LFviipLEb
VMXX7QUyvsScskUCns918hHAGE L7 FxdWXIFF JuuculChIIFEjbXZQ/ 85AoecPyADN IwaC4uaNT / zc 2/ DhigMSMMy t FwGe0pQbe/ pukdmNe 3sa185UQ 4+vyhkCHKM
D27cak2buD07 cuSyhKEuLCERTEa2QvbG5eiFASEKUYPGY1Ad9A0UZSKPyy TVGEhI 1IFvNLOMNALb1I pZr7mPQgl0s EX2ipg0XoE2Rh11yyd TiKwmy TTrp/ uM0dp+6U
De@6IdgPkHmgngakkqzGueRKIHLGYWX5ghkXt@EatHQ@YY+92B03 cDTLMg jPHKY+wNegPf et z@oQNmort+G2HIXbIP+043 sgMiXpQY/ I3¥YmMeVBmc YilUon11B80avnG
GOCVVPBQFKUBKt7r69111CmTATKgK7 In20/ jb8BupWUPGe]++HikkrFDSETEtmNHIZDt ey03dSy0cl1THes "

 "digitalld”:

"did": "did:key:SmgAwIBAZIUCowT7Q980PLpal F@FnUX3eobcgywDQYIKoZThveNAQELBQAWCZE",
"x5@9Certificate™

"MITHQTCCESmgAWIBAgIUCOWT 7Q280P LpalF@FnUX3eobcgYwDQYIKoZThycNAQELBQAWC ZELMAKGAIUEBhMCQkUxGTAXBENVEBGEMEESUUKIFLTAIMZ C20TgzMTgx
IDA=BgNVBAOMF1F1b1ZhZGLz IFRydXNObGluayBCVkIBMScwIQYDVIQQDDESRAWIWYWRpcyBCZxnaXVt IE1zc 3Vpbme gORE gRz IwHh MM EwMT IxMDg@ODI zWh M
JQWMT LMD g 10DAWY j CBEZELMAKGATUEBhMCQkUXP zASBgNVBASMNKRHIGZ ve 1BDb 21 tdWSpY 2F@aWsucyBOZXR3b3Ircywg029udaVudCBhbmQgVEYjaG5vbGaneT
EZMBcGAIUEYQwQT 1RSQkUTMDkAOTMAMzMBEM] FKMEEGALUECgXBOAINTULTUB1PTiIBERSBMI 1VOSUSOI EVWUKIQRUVOTUgLSBDTALNSVNT SUUgVKFOTERFIEVVUKS
QRVNFIFVOSUUxHDAGBENVBAMMESY 1 cmOwZIWF uIENvhW1pc3Nph 24wggEIMABGCSqG5Th3DQEBAQUAAA T BDwANg S EKALIBAQDTD1bnPz@vy I@gxH+Ye /UEy ssx1 Thy
XmT25jX8TBOR36yu+FVET1YB7q7CGAZ INUXKAOPEF 14MZx 9vOoMwaR1+cbPDNzXsdz INLZCDy 3mrPt 3hfgmi J hmgmwX5Qn02 +uDce+BYGXL 740king I Tc+GTES Y
QlyeXvyff1IU4pC+QL53tepeNf7dOSEIZHATLDpBHILebtafvilAQAS+HPsT3BT/@1HQZ LngnyMf jBntCBGE/C 2mtM44v1dCKtRDAGNo7MT S 1k Tvwo IcEASLupbdug
sudHs JT410ub&0shI3bjHgP7n7g+0sNSRX5X/ bmIGA33]7Yn+DfwCKwEdeKsZTHAGMBAAG jgg JMTICZ AT BENVHSMEGDAWEB SHy bux 1xJ6c7t+wD1FUBQBIZVRg ZB
3BggrBgEFBQcBAQRrMGKkwOAY IKWYBBQUHMAK GLGh@dHAG LY 38c nVzdC 5xdW22YlRpe 2dsb2 ThbC5jb20veXZiZWNhZz IuY3 18MCAGCCsGAQUFEzABhi FodHRWO1Bv
dXcub2Nz cCSxdWI2YWRpc2dsb2ThbC5 jb2ewlgYDVREgBFMWUTBEBgorBg EEADSY AYMOMDYWNAY IKWYBEQUHAZ EWKGh@dHAG Ly 93d3cucXVvdmFkaXNnbG2 i Yibwuy
29tL311cGozaXRy cnkwCQYHBACL7EABAZAPBgNVHSUET jAgBggrBgEF BQcDAgYIKWYBBQUHAWQGCL sGAQQEE] cKAwmwEY sGCCsGAQUFBWEDBHBwWT TAVBggrBgEFBQ
cLAJAIBECEATVSSQECHMAZGBE0ATKYBATALIBE Y EAT SGAQQWEWYGBACOREEGMAKGBWOA ] kYBBE IWOWYGBACOREEFMDEWL XY paHRAcHME L33 d3cucXVvdmF kaXNnbGo
1¥wuY29tL 371 cGIzaXRve nkTAMVUMD s GATUdHWOSMD TwMK AuoCyGKmh@dHAG Ly 2 J emwu cXVvdmF kaXNnbGO1 YiwuY 29t L 3F 2YmVj Ylicy LmNy bDAdBgNVHQAEF gQU
SiKIPwxZv1i51U75EThdERrDT98wDgYDVREPAQH/ BAQDAEbAMBMGC 1qG5Th3 LWEBCQIEBTADAZEBMDOGCiqG5Tb3 LWEBCQEE]jAkAgEBhh20dHRWOISvdHMUCXVvd
mFkaXNnbG9 1YY 29tL 21 1MABGCSqGE5Tb3DQEBCWUAALTCAQUWLVCxzkKy / s48kRuxCPuT 1 Ex1WkNGs rhCO+PXsh1UgiMd 1Cpc 330z L1GeghMSL 9T 3HWEgq XV-+Hm
JqtTmvrP1ZvXCagvZLRLeyxSYATIViwvkaraddydS80rae0y TAROI s1UruPe@1C1b6rBKwgqx7 LvXotk7XvPYQoBHrP57 plqlp4MI iNEpGeW3gRWFGSIBQCecO3ka
@9ad+tuTSB5I+o4t/7kEd/ /6voviy7d/Eml0gUZzX s ] 24ANVAPF Amy c 2F 1k EvYOquaYvEsOV2hluvcG3wmkMEF / SYAX-+kwpu+Ph7 1QdWphGloz z AFVppk I ITrSM2 Sxw
2QXFQZiwah21@HiVYaAx4VkQbRIONYmFLViz i xPONWEC3PT Mz 3/ TvD9ZbExF foQzVYXZPmtK2aQj63CH2blcefv518YdR169auSyNKsPv1LaRalk7QvEHvBIE3GE
OmszDwnQHLGrbxdft386g0F 18/ UactyIT2YkG6] /uTnYiiibeDoHK6wBo3BTCIQ2X7 / Iab3971k 1wSCwe3 9wdx3Xw7 2HLIE 3czRkcfpg+uTxt5]5I7HL7BRAMD 34y
5jQ4g0VBhENU4z+0Q3W4sZTQkFGHGHKZK t2d TrL JhE4+T1hULvo4274heBr/5FEDBAXR1Z IHBCBUVS 1 1DmS@bx JHjKuv 89 3WLEFW3WP kWL Rw=="

Figure 7. Whitelist of verifiable credential issuers

trustIssuersStatusList: Root element that contains the entire list of trusted
issuers.

id: Unique identifier of the list of trusted issuers.

nextUpdate: Date and time when the list of trusted issuers is expected to be updated.

distributionPoints: Distribution points where the list of trusted issuers can be

obtained.

o URI: URL where the list of trusted issuers can be obtained.

schemeInformation: Information associated with the scheme of the whitelist of

trusted issuers.
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O tislVersionIdentifier: Version of the scheme of the whitelist of trusted
issuers.
o schemeName: Name, in the different languages, of the scheme of the whitelist
of trusted issuers.
® lang: Language
®  text: Scheme name
trustIssuerList: List of trusted issuers.
o issuerName: Name of issuer in different languages.
® lang: Language
®  text: Issuer name
O issuerAddress: Issuer address.
O postalAddress: Postal addresses of the issuer in different languages.
® lang: Language
" streetAddress: Street address.
" locality: City or locality.
"  stateOrProvince: State or province.
" postalCode: Post code.
®  countryName: Country name.
O electronicAddress: Email address of the issuer in different languages.
® lang: Language.
= text: Issuer email address
O schemeTerritory: Territory to which the issuer's scheme belongs.
authorizedToIssue: List of credentials that the issuer is authorized to issue.
O policyOrLegalNotice: Legal or policy notices associated with the issuer.
" tisllLegalNotice: Legal notice in a specific language.
e lLang: Language.
e Text: Contents of the Legal Notice.
O serviceDigitalIdentities: Digital identities of the services provided by
the issuer.
=" digitallId: Digital identifier of the service.
e did: Decentralized identifier of the issuer, generated from the
public key.
e x509Certificate: X.509 certificate associated with the digital
identity of the service.
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2.6.2 Content provider whitelist

Below is a model with all the tags enabled from the whitelist in which trusted content

providers must be registered before they can request the presentation of credentials:

"trustContentProviderStatusLlist™:
"id": "TCPSL20248326",
"nextUpdate™: |
"dateTime": "2824-89-22T00:80:00Z"
ks
"distributionPoints™
"uri™: [
"URI de publicacidn de la lista blanca”

"schemeInformation”: |
"tepslversionIdentifier™: "5",
"schemeName™ :

: I.lang" llenllj

"text™: "EN:Trusted list including information related to the content providers™

: "].éll"ig" "ES",
"text": "ES:Lista de confianza que incluye informacion relacionada con los proveedores de contenido”

"trustContentProviderList”
. "contentProvidertama"
- "lang”: "es",

"text": "Todo Porno Espafa”

: Illangll: “en"_.
"text": "Todo Porno Espafia”

"clientUri”: "https://wwww.todoporno.es/postpresve”,
"responselri™: "https://wwww.todoporno.es/postpresvc”,
"requestUri™: "https://wwww.todoporno.es/request.json?id=801",
"contentProviderAddress™
"postalAddress™:
"lang": "en",

"streetAddress”: "Registered address of the content provider™,
"locality™: "Madrid",

"stateOrProvince": "Madrid",
"postalCode”: "23@28"
"countrylame": "ES"

"lang": "es",

"streetAddress”: "Domicilio social del proveedor de contenido”,
"locality™: "Madrid”,

"stateOrProvince™: "Madrid”,
"postalCode”: "28828"
"countryName": "ES"
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"electronicAddress”

"lang": "es”
"text": "https://wwww.todoporno.es”

"lang”: "es”
"text": "mailto:todoporno@todoporno.es”

"schemeTerritory™: "ES"
"autherizedToRequest”
g
“UD"

"policyOrLegallotice”
"tcpsllegallotice”

"lang”: "en”
"text": "The applicable legal framework for the present trusted list”

"lang": "es”
"text": "El marco juridico aplicable a la presente lista de confianza”

"serviceDigitalIdentities”

"clientId”: "https://wwww.todoporno.es/request.json?id=ea1”

Figure 8. Whitelist of providers of adult-restricted content

trustContentProviderStatusList: Root element that contains the entire list of
trusted content providers.

o id: Unique identifier of the list of trusted content providers.
nextUpdate: Date and time when the list of trusted content providers is expected to
be updated.
distributionPoints: Distribution points where the whitelist of trusted content
providers can be obtained.

o uri: URL where the whitelist of trusted content providers can be obtained.
schemeInformation: Information associated with the scheme of the whitelist of
trusted content providers.

O tcpslVersionIdentifier: Version of the scheme of the whitelist of trusted

content providers.

0 schemeName: Schema name of the whitelist of trusted content providers.

® lang: Language
®  text: Scheme name
trustContentProviderList: List of trusted content providers.

O contentProviderName: The name of the content provider in different

languages.

® lang: Language
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o O O O

®  text: Content provider's name
clientURI: Content provider’s identifying URI.
responseURI: Content provider’s response URI.
requestURI: Content provider’s request uri.
contentProviderAddress: Content provider's address.
" postalAddresses: Container for the content provider’s postal
addresses in different languages.

e streetAddress: Street address.

e locality: City or locality.

e stateOrProvince: State or province.

® postalCode: Post code.

® countryName: Country name.

e lang: Language

" clectronicAddress: The content provider's email address in
different languages.

e lang: Language

e |ext: The supplier’s email address
schemeTerritory: Territory to which the content provider schema belongs.
authorizedToRequest: List of credentials that the issuer is authorized to
request.
policyOrLegalNotice: Legal notices or policies associated with the content
provider.

" tcpsllegalNotice: Legal notice in a specific language.

e lang: Language.

e text: Contents of the Legal Notice.
serviceDigitalIdentities: Digital identities of the services provided by
the content provider.

" serviceDigitalIdentity: Digital identity of a service provided by
the content provider.

e clientId: Customer identifier of the service provided by the

content provider.
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3 INTERFACE AGREEMENT

The following table describes the agreement of interfaces of the evidence presentation

Service
Response

protocol:

URL Schema

type
Query Parameters/Body

Evidence HTTP GET ageverification://authorize application/x-www-form-urlencoded Query Parameters: Not applicable
request sclient_id: Response URL to

which the evidence will be sentto

erequest_uri: URL referencing

evidence request parameters

Evidence HTTPS GET request_uri Not applicable Not applicable JSON. Object of the
objectrequest o X evidence request
Obtained in the evidence
[EEHEEL Seedata model
Evidence HTTPS POST  client_id application/x-www-form-urlencoded ~ Body: * Requestprocessed:
submission o . * response: JWT. Evidence HTTP Status Code 200
The client_id in the evidence + Badrequest:
request objectis obtained from See section 2.3, Evidence data model HTTP Status Code 400

the client id field and must

match the response_uri field of Example:
that object and the client id
field of the evidence request

* Internal Error:

. HTTP Status Code 500
response = eylJra...Sthuie

Table 1. Interface agreement

The evidence request is a redirection to the mobile application that facilitates the client id
and request uri fields described in the previous data model. By means of an HTTPS GET
request to the URI provided in the request uri field, the object of the request for evidence

is obtained as a response to the request. The last service is that of sending the evidence to

which the evidence will be sent in JWT format within the response field in the body of the
request using the application/x-www-form-urlencoded encoding through an HTTPS POST
request to the URL indicated in the client_id field of the previously obtained request object.
Note that the client id field must match the response uri field of said object and the
client id field of the evidence request, and that the mobile application must previously
verify that the content provider with client id identifier is on the whitelist of content
providers.

4 FLOW OF ACCESS TO ADULT-RESTRICTED CONTENT

When the end user wants to access the adult-restricted content, either from a web browser
or from a mobile application of the content provider, the communication flow between the
content provider and the mobile application Digital Wallet BETA begins using the OpenlID For
Verifiable Presentations protocol [OpenID4VP] as shown in [Figure-OpenID4VP].
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1 Access to the platform

2 Display page with button to

access content and instructigns

so that it will be
from the compu

Both the Deep Link and the QR code will be displayed

available not only when accessing
ter but also when accessing from

another mobile or tablet

Adult Content Provider
Web Browser
or Mobile App Service
| |
| I
>
gl |
I I
| |
Y I
I I
ot I
=1 |
1 4 Request access to adult content J
| |
| |5 Cfeates request for evidence
| | (Dpep Link, contains request URI)
I
| <
| !
I The parameters of the evidence request are passed by reference,
I the request URI is provided which indicates where to obtain the
I object containing the parameters of the evidence request.
I ™
| |
I | 6Crates QR code of
| | the request for evidence
|
I <
L 7 Request for evidence (Request URI)
<
|

I
1
|
I
|
|
I
I
|
8 $gqgeis! lfor evidence (Request URI)

o user dosst have the mobile appication )

T
9 Error mes|

age (unreddable for the end user)

10 After x amount of time the.

I
|
|
I
I
|
T
|
I
]
|
I
I spssion ends due to timeout

I
<
I
I
I
I
|
I
I

11

Mobile App
I
|
|
!
I
|
|
|
|
|
|
I
|
|
|
I
I
|
|
I
|
|
!
I
|
|
|
|
|
|
I
|
|
|
I
|

The mobile application receives the evidence request by scanning
the QR code or clicking on the deep link depending on the device
on which the content is intended to be viewed

SGAD
Server
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11 Request whitelist of trusted content providers

12 The whitelist

13 Stores whitelist until it expires.

[The whitelist is updated and availabie locally]

14 Retrieve whitelist locally

|

|

|

|

|

|

|

I 15 Extract client_id from whitelist }
(P |
|

16 Checks the request_uri field of the extracted client id |
|

|

|

|

|

|

|

|

|

|

|

17 Requests the object of the request for evidence

18 The object of the request for evidence

[The white list has néver been requested or is outdated]

20 Request white list of trusted content providers

le 21 The whitelist

22 Stores white list until it expires

24 Check if the return URL appears in the white list

The provider is not on the list __J

25 After x amount of time the

I
I
t
|
| |
| |
|____sssion ends due to timeout |
] |
|

|

]

| 26 Check if it have the requested

| credential and if it has not expired

| |
No dispone de la credencial o esta caducada __J |

as to whether the credentials are missing or expired

No answer s given as no information should be provided ‘ﬁ

N

7 After x amount of time the
session ends due to timeout

1

The flow ends

28 Requests consent to share the requested i to the return URL

alt

29 Denied

@
g
>

|

|

|

|

ffter x amount of time the |
session ends due to timeout I
|

|

1

31 Granted

32 HTTPS POST Evidence

@
8

feriy the expiration date of the evidence and check
hat it has been created for that particular provider

———tq———F-——————

1

34 Gheck that the evidence has not been used previously

ey

1
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37 Request white list of trusted cdntent providers
f

|
38 The white list

-

[Stores white list until it expires]

| |
I I I
| i | |
40 Retrieve white list locall

= 4 I I
e I I
| | |
T T T
| 41 gheckthat the issuing entityis on the whitelst of trusted issuer } }
] I I
I | |
| 42 \brify the issuer's signature | |
?—] I I
l— I I
| | |
| ] ]
alt ) T | |
I I I
....... L I I
{ifthe verifications have been successfully passed] | | |
I I I I
| 43 Provide access to adult-restricted content | } }

1< |
I I | |
The end user can view adult-restricted | | |
content in the web browser | | !
I I I
_________ | ] | | |
[Otherwise] | r | |
| | | |
L 44 Deny access to adult-restricted content J } }
| | | |
T T | |
| | | |
| | | |

Figure 9. OID4VP flow

The flow by which the content provider verifies whether the end user is of legal age to access
to the adult-restricted content consists of the following steps:

1. The end user requests access to adult-restricted content from the content provider's
platform.
2. The platform displays a button to access the content next to the instructions of the
following prerequisites:
e Have the Digital Wallet mobile application installed. The link indicating where
it can be downloaded is alongside.

BETA

e Have the credential of majority.

The end user clicks on the button to access the adult-restricted content.

The platform requests access to the content from the service.

The service of the content provider generates the request for evidence.

A QR code is generated from the request for evidence, see ISO/IEC 18004:2015.

The content provider service returns the request for evidence to the corresponding
platform.

NoukeWw

The content provider will display both the QR code, and the Deep Link of the evidence request

on the platform so that the end user can access the Digital Wallet B8™ mobile application

regardless of whether it is installed on the same device or on another they want to use to
view the content.

8. The Digital Wallet BETA mobile application obtains the request for evidence, either by
scanning the QR code or by clicking on the URI of the request for evidence that will
redirect the end user to the mobile application.
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If the end user does not have the Digital Wallet

9.

10.

BETA app installed on the mobile device:

They will receive an error with a message that will be unreadable to the end user.
The content provider will use the nonce field of the evidence request to control the
session timeout, which will be set to 2 minutes. If after two minutes it does not receive
the evidence, as will happen when the user has not downloaded the mobile
application, the content provider will close the session.

The mobile application will be able to cache the whitelist until the nextUpdate property
exceeds the date on which a user wants to query the list. Therefore, if there is no local
whitelist of suppliers or the date is later than the one indicated in the nextUpdate field of the

list:

11.
12.
13.

The mobile application requests the whitelist of content providers.
It gets the whitelist.
It stores the list locally.

If there is a list and the date of the query is less than that indicated in the nextUpdate field:

14.
15.

16.

17.

18.
19.

It gets the whitelist.

It uses the client id field it received in the evidence request to obtain the content
provider information associated with that whitelist identifier.

It checks whether the content provider associated with that identifier has the
request uri indicated in the request for evidence in the whitelist of associated
content providers.

If it is trusted, that is, 1 f the client id isin the whitelist and has the request uri
provided in the request associated with it, the mobile application requests the object
that contains the parameters of the request for evidence by making a GET request to
the URI that has been provided in the request uri field of the previously received

request for evidence.

It obtains the object with the parameters of the evidence request.

The mobile application extracts the response uri parameter from the object
obtained in the previous step.

If the mobile application does not have a whitelist of suppliers locally or the date is higher
than that indicated in the nextUpdate field of the list:

20.
21.
22.

It requests the SGAD server for the whitelist of trusted content providers.
It gets the whitelist.
It stores the list locally.

If there is a list and the date of the query is less than that indicated in the nextUpdate field:

23.
24.

It retrieves the whitelist locally.

It queries the whitelist if the response uri value that comes in the object of the
request for evidence is in the whitelist, since it is the response URI that is used in the
whitelist as an identifier of the trusted provider.
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If the supplier is not on the whitelist, it is not a trusted entity and no answer is given, so that,
25. After the two minutes of timeout, the supplier will close the session.

If, on the other hand, the supplier is a trusted entity,
26. The mobile app will check if it has the requested credential.

If the credential is not available, the supplier will not receive any response so that it cannot
deduce information about the end user, after the two minutes set in the supplier for the
timeout,

27. The supplier will close the session.
Otherwise,

28. The end user will be asked for consent to share the age of majority credential with the
content provider.

If the user does not want to share the credential,

29. They refuse consent.
30. After two minutes, the supplier will close the session.

If the user wants to share the credential,

31. They consent to share credential.
32. The mobile application makes a POST request to the service provider with the
evidence.

Once the supplier obtains the evidence, the verification process detailed in the next section
begins. Finally, if all validations are successful, the provider's service will give access to the
adult-restricted content to the platform where the end user will be able to view it, otherwise,
they will not.

5 VERIFICATION OF THE CREDENTIAL OF AGE OF MAJORITY

Once the identity provider has obtained the verifiable presentation, it must perform the
following validations on it to give the end user access to the adult-restricted content:

1. Both the session and the associated authorization request will be retrieved locally
from the nonce field received in the evidence. It must be checked to ensure that it has
not been previously used.

2. It must be verified that both the evidence and the verifiable presentations it contains
have not expired, evaluating the value given by the exp field included in the different
JWT tokens. Likewise, it must be verified that these have been generated for the
expected content provider, evaluating in this case that the aud field matches the
provider’s unique identifier.

3. It must be verified that both the evidence and the verifiable presentation it contains
have been signed by the owner of the credential that is presented in it; that is, by the
private key associated with the DID that is in the credentialSubject.id field of the
credential.
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4. It must be verified that each of the presentations and credentials included in the
evidence comply with the requirements indicated in the presentation definition
field of the authorization request. Taking as reference the response-request model
defined in this document, the following verifications must be carried out:

e All required verifiable presentations must be included in the evidence.
Specifically, for this use case, it must be ensured that a single verifiable
presentation in JWT format has been received. To do this, the vp token field
of the evidence must be consulted.

e In the set of verifiable presentations included in the evidence, all the required
verifiable credentials and each one’s location must be included. In other
words, for each element (id) of the input_descriptor field of the authorization
request, there must be an associated element (id) in the
vp_token.presentation_submission.descriptor_map field of the evidence. For
this use case, a single presentation with the credential of majority is expected.

e The presentation_definition.id field must match the
presentation_submission.definition_id field of the evidence

e The presentation must come in JWT format and the signature algorithm,
given by the presentation_definition.format field, must be RS512

e For each ‘j credential, of a given ‘i’ presentation, required by the
presentation_definition[i].input_descriptors[j].id field in the authorization
request, an analogous credential must exist in the

presentation_submission[i].descriptor_maplj]l.id field

e For each path constraint defined for a credential ‘j’, of a given presentation
‘i’, the existence of that field in the specified credential and location must be
validated. To do so, the definition in the field of the presentation_definition[i]
.input_descriptors[j].constraints.fields.path field must be consulted.

5. It must be ensured that none of the required verifiable credentials have expired. To
do so, the validUntil field of the credential must be consulted, if there is one.

6. It must be verified that the value of the credential type field is K ("type":
["VerifiableCredential", "K"]), this attribute is the one that proves that the credential
holder can access the requested content.

7. The verifier must extract the public key from the issuer's DID and validate the
signature on each credential using that key. Next, the verifier must check that the DID
associated with the issuer is on the issuer whitelist. To do so, it must keep an updated
local record of said list. The local list will preferably be used to perform the checks,
unless it has not yet been downloaded or the maximum time for which the list is
updated has been exceeded, in which case the verifier will have to download it from
the repository enabled for this purpose.
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