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1. General solution components
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2. Request for evidence
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nonce: It us used to ensure that the evidence cannot be reused, to
manage the timeout of the verifier and link the request with the evidence.
response_mode: It indicates how the evidence will be returned, post
request.

response_uri: URL to which the response should be sent, Digital Wallet Be@
validates this field in the whitelist of trusted providers.

client_id: Identifier of the verifier, content provider, response_uri is used
as the identifier in the whitelist.

presentation_definition: The formats and algorithms supported by the
issuer are indicated in addition to the credentials
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3. Evidence
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Evidence

Evidence
(typ, cty...)

(iat, exp, aud...)

presentation_submission (Used to indicate to the verifier formats, algorithms,...)
nonce: “1b0a82db-9¢c82-4693-b9ca-97f62f4d5081"

(typ, cty...)

iat (Creation date)

exp (Evidence expiration date, could be 1 minute)
aud (Entity for which the evidence is generated)

(typ, cty...)

type: ["VerifiableCredential", "K"] (Attribute indicating whether the user is authorized to access)
id: “did:key:${ClavePublicaUsuario}”

validUntil: "2024-05-08T10:59:52Z" (Expiration date, expires in one month)

iss: “did:key:S{ClavePublicaEmisor}”

d2k403FytQJf83kLh-HsXuPvh6yeOIlhJETg... (ISSUER signature )

Xakou0923kimrw... (USER signature )

54DU5wvdHJZIsDsz3FRmyn9xj.... (USER signature, so that other people's credentials cannot be presented )
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5. Verification of the evidence
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Verification of the evidence

(typ, cty...)

iat

exp

aud

nonce: 1b0a82db-9c82-4693-b9ca-97f62f4d5081

presentation_submission

(typ, cty...)
iat
exp
aud
type: K

validUntil
id
iss

D2k403FytQJf83kLh-HsXuPvh6yeOIhJETg...
with ISSUER’s private key)

Xakou0923kimrw... (signature with the USER’s private key)

54DU5SwvdHJZIsDsz3FRmyn9xj.... (Signature with USER's private key)
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This is checked to ensure that it has not expired and
that it has been generated for that specific content
provider.

The session is recovered along with the request for
evidence. It is checked to ensure that it has not been
previously used.

This is verified to ensure that the request for evidence
has been answered, for example, that the K credential is
included and that formats and algorithms supported by
the content provider are used.

It is checked to ensure it has not expired

It is checked that both signatures of the evidence
coincide with the holder of the credential.

The credential issuer is checked to verify it is a trusted
entity by consulting the whitelist of trusted issuers and
the signature is validated with its public key.



Evidence presentation
flow
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10. Evidence presentation flow
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10. Evidence presentation flow
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10. Evidence presentation flow

Adult Gomtent Pravider
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10. Evidence presentation flow
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Solution data model
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11. Data model - Verifiable presentation

Body of the Verifiable Presentation

:"urn:uuid:00000000-0000-0000-0000-000000000000", # Unique identifier of the presentation

"VerifiablePresentation

:"https://www.w3.0org/ns/credentials/v2",
: "data:application/vc+ld+json+jwt; ${VCIWT}",
: "EnvelopedVerifiableCredential”

: "did:key:z2dmzD81cgP..t35e "

Plan de Recuperacién,

# Type of presentation
# List of verifiable credentials included in the presentation

# Maps abbreviated concepts in credential to URLs
# Follows the RFC data URL, contains the verifiable credential in JWT format
# Type stipulated in W3C for enveloped verifiable credentials

# Decentralized identifier generated from the user’s public key
that generates the presentation. It must coincide with the holder of the
presented credentials

Go to the
evidence


https://www.w3.org/ns/credentials/v2

11. Data model - Verifiable presentation

Verifiable presentation secured with the end user's private key

eyJraWQiOiJFeEhrQk1XOWZtYmt2VjI2Nm1ScHVQMNNVIWVIO0XOVXSU4XbGFwWVXpPOHIvV {
TiwiYWxnIjoiRVMzODQifQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemecvb
nMvY3J1ZGVudGlhbHMvdjIilLCJodHRwczovL3d3dy53My5vemcvbnMvY331ZGVudGlhb
HMvZXhhbXBsZXMvdjIiXSwidH1wZSI6I1Z1lcmlmaWFibGVQcmVzZW50YXRpb24ilCJ2Z
XJIpZmlhYmx1Q3J1ZGVudGlhbCI6W3siQGNvbnR1eHQiOiJodHRwczovL3d3dy53My5vc
mcvbnMvY3J1ZGVudGlhbHMvdjIiLCIpZCI6IMRhdGE6YXBwbG1ljYXRpb24vdmMrbGQra
nNvbitqd3Q7ZX1KcmFXUW1PaUpGZUVoclFrMVhPV1pOWW1OM1ZgSTIObTFTYOhWUULUT
1ZXVj1PWDBWWFNVNHhiROZ3V1hwUE9ISnZJaXdpWVd4bklgb21SVk16TORRAWZRLMV5S
kFZMj11ZEdWNGRDSTZXeUpvZEhSd2N6b3ZMM2QzZHk1IMO15NXZ jbWN2Ym5Nd1kzSmxaR _{
1Z1ZEdsaGIITXZkaklpTENKb2RIUNndjem92TDNKkM2R5NTNNeTV2Y21jdmIuTXZZMOp sW ’
kdWdWRHbGhiSE12W1hoaGJYQnNaWE12ZGpJaVhTd21hV1FpT21Kb2RIUndPaTh2ZFclc . ’
GRtVNn1ljMmwwZVM1bGVHRNRjR3hsTDI0eVpXUmxiblJIwVd4ekx6RTROek1p TENKMGVYQ : [
mxJanBiSWxabGNtbG1hVOZpYkdWRGNtVmtaVzUwYVdGcOlpd21SWGhoY1hCc1pVRnNkV
zF1YVVO0eVpXUmxiblJIwWVd3aVhTd21hWE56ZFdWeUlgb21hSFIwYOhNNkx50TFibWwyW
1hKemFYU3jVMbVYOWVcxd2IHVXZhWES56ZFdWeWN50DFOalV3TkRraUxDSjJZV3hwikVae L
WIyMG1PaUl5TURFdOxUQXhMVEF4VKRFNU9qSXpPakkwV21Jc@1ltTnlav1iIsYm5ScF1Xe ;[
FRZMmhsY1dFaU9uc21hV1FpT21Kb2RIUndjem92TDIWNF1XMXdiR1V1YjNKbkwyVjRZV {
zF3YkdWekwyUmxaM@psW1M1cWMyOXVIaXdpZEhsd1pTSTZJa3B6YjI1VFkyaGxiVveVpZ
IN3aVkzSmxaR1Z1ZEdsaGIGTjFZbXBsWTNRaU9uc21hV1FpT21Ka2FXUTZaWGhoY1lhCc . ’
1pUb3hNak1pTENKalpXZH1aV1VpT25zaWRIbHdaU@k2SWtKaFkyaGxiRz15UkdWbmNtV
mxJaXdpYm1GdFpTSTZJa@poWTIobGIHOX1IRz1tSUZOamFXVnVZM1VnWVc1a@lFRn1kS
E1pZ1gx0S5kMmsOTzNGeXRRSmY4M2tMaC1Ic1h1UHZoNNn11T2x0SkVMVm81VEY3MWd1N
2Vsc2xReU9mM1pIdEFYcnRiWEY®S305V212TmR6AE9heX0@V1VRME13YTh5Q0RaalA5Q }
jIwSCO5U190YOFGeGVVZUO2WjRYbkZ1TFOET2ZrUjFmUCISINR5cGUi0OiIFbnZ1bGOwZ ]
WRWZXJIpZm1hYmx1Q331ZGVudGlhbCJI9XX0.54DU5wvdHIZ1sDsz3FRmyn9xj23IC560W !
6t6RQMQQuUWI0omMLOXZ8Dkvg-12AADWIeKfYRaCKEIV7YmBkCelIkQdV5NGxxtOVES4Ip-

VARZqVLi201sakDFERMMfbrBl7n }
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https://www.w3.org/ns/credentials/v2

1—-—

1. Data model - Verifiable presentation

Wrapped Verifiable Presentation (W3C)
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https://www.w3.org/ns/credentials/v2
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1. Data model- Request for evidence

Request for Evidence

URI referring to the data of the authorization request. It contains the following
parameters in application/x-www-form-urlencoded format:

e request_uri: Absolute URI of the authorization object request. For example,

https%3A%2F%2Fauth.sitioadultos.com%2Frequest.json%2FGkurKxf5TOY-mnPFCHqWOMIiZi4vS$138cQO_V7PZHAdM

e client_id: Content provider's identifier; the return URL set as the identifier in the
whitelist will be used.

It is proposed that the authorization request be a deep link:

ageverification://authorize?client_id={response_uri}&request_uri=https%3A%2F%2Fauth.sitioadultos.com%2Freques
t.json%2FGkurkKxf5TOY-mnPFCHqWOMIZi4VS138cQO_ V7PZHAdM
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https://server.example.com/authorize?

10. Data model — Object of the request for evidence

Object of the request for evidence

Plan de Recuperacién,

#Indicates that the answer is a token, specifically, the token represents a verifiable presentation
#Client schema type, defines

#Response mode, since the verifier may be on a different device the authorization response
will be sent via POST request instead of redirection

#URI to which the mobile application sends the authorization response. It must validate that it is trusted in the whitelist
of trusted providers where the identifier of each provider will be its return URI
#The return URI is used as client identifier, content provider

5 #Unique identifier that the content provider uses to link the request with the response. It will be
used to manage the time that the session is kept open, and that the presentation is not reused

, #Unique identifier of the definition of the presentation
#Formats supported by the verifier

#Algorithms supported by the verifier
#Algorithms supported by the verifier
#Identifier of requested fields

#Format supported by the verifier for the set of elements
requested in the input_descriptor that specifically contains it

2 Back to general diagram
| digital J




1—-—

1. Data model - QR presentation (request) from content provider

Body of the evidence
{

| verifiable presentation

}’
N

1]
}I

Evidence signed by the holder of the credential

The evidence is secured by signing the body of the authorization response with the end user’s private key, thus ensuring that even if the evidence
is intercepted and a nonce is requested from the content provider, a valid authorization response cannot be sent since the private key of the
credential holder included in the evidence is not possessed.

Return to the evidence
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https://www.w3.org/ns/credentials/v2
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